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1. Yanviuanaly

o ) o ] A P a
1.1. Qﬂﬂimiﬂwqﬂ?quﬂaaﬂﬂﬂLLaé‘ﬁlﬂiaﬁJmaLﬂﬁ@‘UWEJLaiJE]u53EJ&’VLﬂa’UUVI SSL VPN

1.2.
1.3.
1.4.
1.5,
1.6.
1.7.
1.8.

AyfiuaisnwAuUaen e deyadiunats Usenaumeagine fail

gunsalfvuaunisaLUaensiegs
gunsainszedygramananuiigauuulugan
gunsalsnwauUasasieyiules (WAF)
gunsainsgaedygalatenia (Distributed Switch)
gunsallugauuasdayayios wuu 10 Gigabit (SFP+)
iesdrsaanszualnii (UPS)
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2.1. gunsalshwianuuasndisuasieusainiavieiaiioussezlnavila SSL VPN

U 1 YA

2.1.1.Lﬂuqﬂﬂi§ﬂmww Hardware appliance i9anluUNINOvi1ME Next Generation Firewall Tnglawiy

wazilanunsaiauselnIaUuwdlausyeylng SSL VPN

~ K% ' A a v .
2.1.2.4 Throughput gqqmvl,uuaamw 3 Gbps WelUaN5lEULUU Next Generation Intrusion Prevention

593U Application control wiaufiu

@ o ' . . K% | .
2.1.3.9993UN15aURD Maximum current connections qqqcﬂluuammﬂ 1,200,000 sessions

2.1.4.59395Un"5\%usie New connections per second gegalaidaendn 16,000 connections per second

2.1.5.5 Network Interface wuu 10/100/1000 143U 12 wase wag Jvasdmsuld weasa SFP s1uiuliday

A1 4 WasH

2.1.6.4 Management Interface WUy 10/100/1000 Base TX 8¢14Uae 1 wasn

2.1.7.51 Hard disk wuu Solid State aunbkitioenin 100 GB

(WA.A5.LENATS lvedng) (75.59%8 NAUNSY)
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2.1.8.aunsadanunsansaiuasdesiunislaui Tugmwuﬁwialﬂﬁu 1giun Worm, Backdoor, Spyware, Port
Scans, VolIP Attacks, IPv6 Attacks, Dos Attacks, Buffer Overflows, P2P Attacks, Statistical
Anomalies, Protocol Anomalies, Application Anomalies, Blended Threats W& Zero-day Threats
2.1.9.@mn509Ae%  Unknown malware %38 Advance Malware 18lagl#ivaiiansiinsigsiuuu Analysis
wumsAinszinisinusesiduuszuuiifimsaaue (Cloud Sandboxing) wielauegU nseliadu
MeuDnLuY Appliance 19
2.1.10. @ansamIuANn1slEu Application lalidsend 4,000 application
2.1.11. anansaimuanislddau URL Filtering Tasfidhuaunes URL Categories laisindt 80 Categories
2.1.12. @ansaviiauuuu SSL VPN 1g Inesesiudldanu 250 Users 8uetatios
2.1.13. $9395UN15¥1191uU High Availability wuu Active-Standby %38 Active-Active #38lUU Stackable 'l¢f
Wueesles
2.1.14. 5995U Open API Wiel¥aninsnu3nsdanisann 3rd Party software %38 S2UULIMITTANITMEUEN
1
2.1.15. gunsaiithiaussioanndoniu Software dw¥un1svauuuy Centralize management uag
A11150UIMMITANS Next Generation Firewall ¢ ileazmnsenisianisuimsinnis Tneil
Avanansaetdessseluil
®  au13nUIMIIANTTRUNTAlle1W Command-line w3e GUI Tnewuiiuwuu HTTPS
® annsauananIuNsaiviauresgunsal (Dashboard) lawanansauansisaniunisalgnlaufives
FYUULATOUY
® aA35nUTULFINIThaRINa(Customize) ¥9 Dashboard 1ot
o aunsanTIvEpuTIEde Users Il lofinnsvineiusaniu LDAP w38 Active Directory
® 150m599aeU Client Applicationsla
® {3150M5I9EU Operating systems 1ol

®  A1U15ORTIEBU Malware file trajectory 191 iNetaelunsininveulwmvestlywile

(HA.ATLEANATS lvedng) (n9.59%y naunI) (WunAY FAugaw)
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2.1.16. \ugunsailéiumssusesmnuaenselumsldamuain EN , UL waz CSA lusthaioe

2.1.17. mmsnﬁmé?ﬂumj RACK 2@ 19 a4

2.1.18. quUnsaiiiniauesiesmieuiiu License duiuswiandeyalmiq seration 3 U uazgunsaiiithiaue
fowmdeuiunmssulseiugunsaliiuy 8x5 Next-Business Day On-Site ussaziasgades 3 U

2.2. aunsalfmuadunisanulaaniuge 19U 1 YA

2.2.1.1assasradudnug Modular Taeiiwesauuu SFP lalitsenin 6 wease wazamnsadenlailu SFP+
Ialsidorndn 2 wosn wavanunse wWasu Port Adaptor léilaishndn 1 adaptors

2.2.2 31 Bandwidth Capacity laitioenan 2.5 Gbps wazeu1savee Bandwidth laliitesnin 20 Gbps

2.2.3 fimheUsznanauenyinaudasesening Control Plane wag Forwarding Plane welilvifinnis
Tndavngnisiuditoya dlafin1s Update Routing Protocols

2.2.0.5835U Operating System \Juluu Modular @unsa Ua/ila Service Ialaglaisuniunisvinauves
Service guﬁ] Waza1L190%I1 Software redundancy Faanunsn Upgrade OS lalaglsifi Downtime

2.2.5.Routing Engine %38 Route Processor v idnng Routing protocols Uuqﬂﬂizﬁéfa\‘]ﬁ Memory
wdn (RAM) titedmLfiu Routing table aunalisngt 8 GB wazaninsasesunIsves Memory (RAM)
Ialideenin 16 GB

2.2.6.5095uMsdwudeya forwarding performance lelsitfosnda 6 Mpps

2.2.7 aWuanyu Stateful Switch Over wag Non Stop Forwarding vﬁat,ﬁa‘uwhLﬁ@‘lﬁqﬂﬂsaimmmﬁwmulﬁ
#eiflaq iile Processor wdnugaviiau

2.2 8 fisyuuanglwdrses N+1 Redundancy Power Supply

2.2.9 5085un15\deuseuszuueSetne FE, GE, 10GE, OC3 (POS/ATM), OC12 (POS/ATM), OC48 (POS),
OC-192 (POS), channelized STM-1/0C3, T1/E1, Serialla Imamnﬁm‘lu@aﬁlunwwﬁﬁ

2.2.10. 9993V Firewall function Lﬁ@‘tﬁqﬂﬂitﬁmmmﬁ’mmﬂu Stateful Application Inspection Firewall

2.2.11. 5095Un15%1 Flexible Packet Matching (FPM) ilens7awn String w3e Parameter maasmﬁag”lu

Payload Feonadu Signature ¥84N15 Attack

(WA.AT.LENATS Lvednd) (95.5998 NHUNTW) (Wenfu Sauaam)
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2.2.12. adfuayu routed protocol leiun IPv4, IPv6 wag IP Multicast Teifusgraios

2.2.13. aduayu IPva routing protocol leiuf RIP v1/Av2, OSPF waz BGP liifusthaiiae

2.2.14. afuayu IPv6 routing protocol lakf RIP, OSPFV3, IS-1S wag BGP iluststia

2.2.15. aﬁ’uaqu IPMulticast routing protocol

2.2.16. 5995Un151083iU Denial-of-Service (DOS) Attack ‘*7{34'& Attack Control Plane lgilaen15¥i1 Policing
Traffic flagidlud CPU Litasivaniiazifinduuu CPU 1%

2.2.17. a305095umsTiu3ns IPsec, GRE + IPSec Tnelsigaaalitionsnda 4,000 Tunnels

2.2.18. annsadaiiveyaaiinisldmuaiotis (Per flow usage statistic) Inemsdafiudoyassdosinig
Janfulmndoya ngunsaliiauslsianunsavile Wauegunsal RMON 2 Probe tRuisisnsgls

2.2.19. 5893UN5%1 SLA Monitoring Ia8n1s Simulate Traffic Usgtnmeings) Wy HTTP, FTP, ICMP (Jugiu
ions1av Latency, Jitter, Packet Loss Wag Parameter Su‘] Tu Network 1o

2.2.20. aunsomuaunsidaulussiuuewndieduldlbidosndt 900 Uy

2.2.21. aﬂ’uauu Secure Shell (SSH), Role-Bases CLI Access, URPF ¢

2.2.22. funsFusesmnuInIgIuaulaendie IEC, FCC uag UL

2.2.23. gunsaliiuausdioswioutumssulsyiugunsaliuu 8x5 Next-Business Day On-Site Ly
srznaeg ey 3 U

2.3. gunsninszanedymiamanauiigauulugan 417U 1 YA

231 Tasaadradudnune Modular wazannsafadanisedusuideuseruszuueieteldodwos 5 nda
VEINAARY Supervisor W&

2.3.2.31 Supervisor engine 31uauliitaundn 1 4m

2.3.3 31 Switching capacity vwnliitipenin 1.4 Thps

2.3.4.8wWesAuuu 10 Gigabit Ethernet ( SFP+) F1uuliidaenidn 24 wesn §1uu 1 4

2.3.5. iwasawuu Ethernet 10/100/1000 wuu UPOE (60W mawasn) #3asni1 nurulidesn3an 48 wase

11U 2 90

ZA4 /8
....... kil .o nn D Ao
(HAAT.anass lvedns) (5599 nAumsw) (W8nAY Tn1agaw)
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2.3.6 fgunsallugauuasdiyqyios 10 Gigabit Ethernet ( SFP+) S1uaulaideundn 1 4

2.3.7 gunsnilugauuasdayeyias Wuu SFP (Single Mode) wuna 1Gbps. S1uanlidesnan 10 yn uag gunsal
wUasdeygyes WUy SFP (Multi Mode) v 1Gbps. d1uiuliddesnn 2 ¥

2.3.8 fsvuuelndanumalsidosndt 3200 watts Srualitiesndn 4 gadsanansnvhaunaunudaiu
waziulel

2.3.9 fimhedszanarandniuumennes Aaudilidesnin 2.4 GHz waymhearwdilitdosndt 1668

2.3.10. figrsauad ASIC fleenuuudmiunisvirnudmiumsiusunsslugiuuu micro engine 16t

2.3.11. s95uAnuanansalunsdayauuusag Line card gegm 480Gbps

2.3.12. afuayudiuiu MAC Addresses liitiaandn 64K Addresses

2.3.13. afuayunsvinniusauiu Containers, EEM, ANI, RESTConf Wwag Python Tunmsu3msdnnisgunsal

2.3.14. awuayun13vin VLANs lalsdideendy 4000 VLAN IDs

2.3.15. {1 QoS Hardware Entries laitfosndn 18K

2.3.16. il Routing Entries dw3u IPva lideenin 112K dmsu IPv6 Tideenan 56K wagdmiu Multicast
Router haitlaundn 16K

2.3.17. s09¥umsvi CoPP, FHS, PVLAN iitetlasifunisTasiitugiuld

2.3.18. 5095UM¥ Streaming Telemetry uag Netflow igAnszinmavinnuuardoyaiuguvesszuy
wavele

2.3.19. 89¥UN15¥1 Management Automation , Optimized Network Deployments #5e#in3n 1au
VXLAN, LISP , Netconf/Yang, ZTP/Open PnP 1%

2.3.20. ses3unmadensdezuiuunmsinumaaeadelunsdteyaluiigunsaidnumaendsluszuu
Lﬂ%@‘d’lﬂﬁluﬁwgmwvﬂm Security Group Tag (SGT) wa¥ Security Group Access Control List
(SGACL) e

2.3.21. aﬂmiaﬁauﬁiaﬁuqﬂﬂifﬂ loT e/ Constrained Application Protocol (CoAP) g1

| Y A’ s 1 ¥ 1 v
2.3.22. awnsodsoyaiugiuvesgunsaiiiu Bluetooth wag RFID Tags ldllustheisy

£ % Ay Cfﬁ/ﬂ/ ................ o ﬁw‘gﬂ%

(WA.A9.Lanass lvedns) (n9.59%8 nAuniv) (AU S ges)
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2.3.23. seafumsaiediunyadeyauazainsadainusyuulefidnisala (ERSPAN) 1ot

[

2.3.24. spsfumiaientureswiainisuimsdansseuueiets Tnsanansavihanldesaloa il
® Network Discovery
® Network Information Database (NIDB)
® Network Topology Visualization
® Network Hierarchy
® Policy Management
® Public Key Infrastructure (PKI) certificate
® Role Based Access Control (RBAC)
® Software Image and Patch Management
® Programmability
2.3.25. gunsaifiesannsofndeuu Rack 197 1¢
2.3.26. gunsaliithiausdesnnieniunisiuuseiugunsaiLuy 2ax7x4 On-Site lussbznaretsiios 3 ¥
2.3.27. ’HuMssusewusasgIueuUasadiy FCC, EN, UL \ustates
2328, gunsaltauadoauadlul lieerumsldnusnreu uavuismihiiaussssodldsu mauside
sghafiunams lumsbulssyanuadsionuisndnanyszhlulssmalne
2.4. gunsalinuianudasasiesiuled (Web Application Firewall) 1Y 1 YA
2.4.1.8ugunsal Appliance Fels¥umseenuuusniievuiihfisnwemiuuaesfoivuenndindulasiany

2.4.2. ssuunsruungluigunsaldesinulaeglddrindedvsduiudldvieduienndiaduy (Unlimited

Licenses)
2.4.3 31 Network Interface WUU10/100/1000 Ethernet (RJ-45) 88191p8 4 ports
2.0.4 Fpudalunsvine HTTP Throughput Tsng 25Mbps

e/ N dg

(nA.n5.1anass lwedes) (P5.59% NAUNSY) (WBnAY SHagaw)
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2.4.5.aﬁu1§ﬂﬁ1dﬂu1mu‘gﬂLLUU Transparent Inspection, True Transparent Proxy, Reverse Proxy , Offline

ey WCCP
2.4.6.@11150%11 Server Health Check \ensI9dBUN I UALBINDY Server
2.4.7.@31509%11 SSL negotiations kag Encryption ki Server #7334 (SSL Offload)
2.4.8 @n3anTI9deU Traffic Aiin1sihswale (HTTPS inspection)

2.4.9.@131350%1 Policy IUEULLU‘U Single Server, Server Load Balance wag Content Routing 1)

2.4.10. ansnsonaduuazteatu IP Black List uay Botnet fuguteyatnsuantsa (P Reputation service)

2.4.11. @sn3an5Iadu Brute Force attack 1ol
2.4.12. awnsonsiadusaztesiunisiousonin Software $awan Robot et
2.4.13. fipaunsolunstesiufoanaslugUuuusagdeialuii
® (ross site scripting
® SQL injection
® Session Hijacking
® (Cookie signing
® (ross site Request Forgery
2.0.14. annantesiunsTanffignszylily OWASP Top 10 14
2.4.15. anunsensradusartlestiu Malware 91nn1s Upload filelst
2.4.16. Fianmannsolunisyi Authentication Offload tedisannnsenisvheuvesseaulselng
anunsavhausauiugudeyanielugunsal LDAP way Radius 16
2.4.17. annsatlesiunazmsnaeunsgniuasudeyauu Website 16 (Anti Web Defacement)
2.4.18. mmiammaa‘umﬂiaﬂmiﬁﬁmmL580ﬁanﬂsgﬂiﬂmﬁlﬁ (Web Application Vulnerability
Assessments)
2.4.19. awnsoadeenldiuuusuifuagiuu on-demand

2.4.20. gansoads Alert-E-mail Wanuideulaves Log finsrany

(WA.A5.4ENETS lYeTne) (79.59%8 NAUNT) (Wenfiu Snegau)
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2.4.21. iFunssusewnsgIu FCC ClassA way CE

2.5. gunsainsratedymyiauaienis (Distributed Switch) U 2 YA

2.5.1.48u Layer 3 Switch #iflawin Switching Capacity laitfesnin 208 Gbps uaziiuszansnwlunisaeiiu
‘ﬁ’a;&a Forwarding Rate laitioanin 154 Mpps

2.5.2 fimdpanudmian (Memory) vunalidesnin 8GB wawd wuasaus (Flash memory) vunnliiias
N1 16GB

2‘5.3.saﬁun’ruﬁu’lu@ﬁﬁm%’uﬁﬂ Stacking/Clustering ¢ne) bandwidth salaitieenan 480 Gbps

2.5.4.3iwa3m Ethernet 10/100/1000 wuu RJ45 Bidesnin 24 ges

2.5.5. ses5umsiituszuuinelndises ieynlayavilude yeiudesesaunsavininu 16uni uazawnsonen
Wasuldlnesyuudeshauldegsaiiodnlus

2.5.6 finauszurennuseudsesiannsonenasulsluvasyiheu

2.5.7 atfuayuiInuIu MAC Addresses liitaendn 32,000 Addresses

2.5.8.aﬂ’ua14umwﬁﬁﬁa (Link-layer cryptography) sinuunasgu IEEE 802.1AE (MACsec) 12

2.5.9.atfuayumsyhanuuuu Control Plane Policing (CoPP) titetlaatfunislaufivneysvanamanansld

25.10. afuayumsihauitugiudsluld STP, Trunking, Private VLAN (PVLAN), IPv6, Policy-Based
Routing (PBR) , SSO e

2.5.11. aﬁ‘ua‘qumsv‘hammmaau%’a;ga‘[,uis‘u*um‘%aﬂhmwu Streaming telemetry, Switched Port
Analyzer (SPAN) tag Remote SPAN (RSPAN)

2.5.12. $945UNSHAIUNTTIUAY loT solution wuu CoAP I

2.5.13. @ansavinanusuiugeninasaae Containers , Autonomic Networking Infrastructure (ANI)
Python , NETCONF/YANG/RESTCONF %38 ZTP/Open PnP laiduseratiae

2.5.14. gunInirdpsansafanaul Rack 19” 1ol

//\(.g.//;/ £ S, e Aalgen

(nA.05.4ana55 lyeine) (99.59%8 NAUNTY) (WenAu Shigem)

U3¥81UNTIUNNG N3NNI A3TUNTT




ANANEUZIANIZATUI Wi 9/ 18

UszanUauuseunee w.e. 2563

Yoagimusl  AgdusinuAuaeadiudeyadiunan
miope  AUEN W uAzARNRIADS

2.5.15. guasalfiviauedawumisuiunisiulseiugunsaiiiuu 8x5 Next-Business Day On-Site 1Uu
sreeaeg1eiey 3 U
x7 v & Yo | v i aw o v [29) O
2.5.16. gunsalvisnuasieaduvedud iweiumsldauinteu uasuidniniiaueazdealafunisusis
' = & & A v Y a o
athalunianis lumstudszyanuassdanuisnindnusedlulsemalny

2.6. gunsnllugaudasdnyIad wuu 10 Gigabit (SFP+) WU 1 YA

2.6.1 Sgunsadlugaudasdeyeyros wuu 10 Gigabit Ethernet (SFP+) dwiuldsmiugunsalsenisd 2.5 uaz
-1 a o edy A v o % !
Jundedusioiedendu Snulidesni 3 e

2.6.2 fgunsaldiuvens Network Module wiln 2x10Gigabit dwiugunsainsyanedygauinyesaniiu
(Gigabit Switch) gu Cisco Catalyst 3850 71U 1 w2

2.6.3. flgunsallugauuasdyeyres SFP Module WUy 10GB Base-LR visefini1 dwiugunsninszanedygyin
Wiuadan1du Ju Cisco Catalyst 3850 91uu 2 4@

2.7. \n3asdrsesnszudlviii (UPS) 1Y 3 Y

2.7.1.Lﬂ%‘mﬁ’liaﬂﬂizLLaVLW“NWLLUUﬁaLﬁadﬁaﬂLﬂuﬁwu True On-Line Double Conversion ‘Uﬁmam@]‘jﬂu Rack
19 ﬁuaqﬂhil,ﬁu 2U wavannsofnsauuy Tower 16

2.7.2 ifasinieuvisenlidsndt 1000VA/900W

2.7.34 Digital Signal Processor Tunsmugumahauweeieg

2.7.4 Fosilnaununnihaneeda dad
2741, syauwssunseualwii (Input Voltage) 120 Vac - 280 Vac
2742 ansnsaudunseusaiuldtaus 200/208/220/230/240 Vac
2743, syduanuiinsualuin (Input Frequency) {Ju 50/60Hz. +10%
2.74.4.  Input PF lideendn 0.99
2.74.5.  Input THDI laitAiunda 5%

275 Fosilaauinuay Wi mavisendal

2751, seeuwsssunszualnin (Output Voltage) Wlu 230Vac +lslinnnan 2%

//
Ay — CZ%* ................. Tiehs,.... Foecgn:

(ne.A3.IaNasT loedng) (n9.59%8 ndums) (WenAu Snugmam)
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2752 asnsaufuususeuldtous 200/208/220/230/240 Vac
2753, szummuiinsvualih (Output Frequency) W 50Hz/60Hz. + l3iunnan 0.1%
2754, Fownansavihnisansnededldluvasiiludu (Cold Start)
2.15.5. ﬁadﬁﬁmmﬁmgﬂﬂguﬁaaﬂLﬂugﬂ Pure Sine Wave wagilan THD <3% (linear load)
2.7.6 wusiseideinudnuuretisondil
2:086: 1 saaluuuy Sealed lead acid ¥iia Maintenance free
2762, Foswmnansadrsedlwing 75% wea Full Load UPS I¢lsitesndn 6 wnil
2763, @unsonenUisununaeinnduntinuy Hot swappable I
2.7.6.4. 1 External Battery Connector itelsanunsaifiuszoviialunisdrsadinle
2.7.7 8insUs3un1esue1een Overload & Short Circuit Protection
2.7.8 foaflsruunanan1Izn1s7ere a3 LCD fikanstierin On-line Mode, Bypass Mode , On-
Battery Mode, Overload , Battery Low , Fault , Battery Replace , Battery Level , Load Level wag
fidoyyrandesdouluannzinunfinanasgiuvedlssnuduanaios UPS
2.7.9. foailuaing Self-Test itgliveaeunisieuvesiunmeiiannsavinisdsostwiley wsdhmn
wusmesllansodsadlnilidlunaeiivanisageu 6 UPS desannsavihnisongininle
2.7.10. Fodlasunmsgu CE, IEC/EN 62040-1, IEC/EN 62040-2 uaz won.1291-2553 1ustedes
2.7.11. uindadlaTuIeIsvuuANAINIIATEIU 1SO 9001 Uay ISO 14001

[ o ) d dl 1 v s
2.7.12. SUUTLNURILATDILALHUAWDTOE U 3 U

2.8. sruuaedyyIasaiglivasaaniinuaznisinng MU 1 FEUU

sruvanedygraaserslwiveseeninsz e as@ndne 91msImia e1asnsunsEaTER Y Lage1als
Wdunsiesh lnelnndnuuziangmuinsgriudeimuavesanedyguidens gsuiiesinmgunsel fall
2.8.1.aglouiniuastinfindin1eusnein1s kuu Single Mode (OUTDOOR FIBER OPTIC CABLE) @5y

WIUSEMINDIANT 1UIU 3 WU TaeTldun19nat

(HA.ATLANATS lYeTes) (n5.59%8 NAUNT) (WBnAY Sn1dgm)
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(Fiber Optic Single

WU | 91A05AUNI9 271A15UANENNY mode)

97473U Core

1 DIASHRAUNT LN DIANTATUNTZATAR 12C
2 IAISNIUNSEATAR 21A5IAY I 12C
3 1ANTIAVIRIL IANSEVIONE 12C

28.1.1.  lddwsuiuans Fiber 12 Core Single Mode %fin Outdoor a1n%e4 Server Fu 3 81A15

1%
@

WAunsEIResRIUS ermsnsumszaTan U 3 Sy 1 1du

2812, Iddwuiiuany Fiber 12 Core Single Mode % Outdoor 91n%ea Server 444 3 1A3A51
wszasan TUformsieia 4u 3 Siumu 1 du

2813, I4dwduipiuany Fiber 12 Core Single Mode %iin Outdoor 91n¥es Server 944 3 81A13
Se¥anl TUH enasavisra T 2 S1uu 1 &y

2814,  melusmswasmeusnanasililaunanlaudy Wuaeseusevie EMT % Wuviewdn
WUUUTY Buaneluennis dield Jestuanedygu

2815  mulusesyadideaiuaeliiimeu [4seeaesmeviemdnseu Flexible Conduit tie
Jastunsinunzaesdmiladiwaiu

28.16.  mulusisvies Server mufinging o Iuaedesvie smeviemanuis EMT Uesiuanedtygiu
Tneinzdninlassadisenmsiilussilovatsau

2817.  muusnemstasiusaiune Fuvdnsunass swudl MYUBNDIATYIYALIIEN 1A
ABUNTA Y38 nuUALLAN anespadlaiiulameneunie Iuviesesaemeyie HOPE (PE) 119§
won. 982-2556 finnunlanss nunudensinnseuvesanseillivainvaieyile daudaneugs
wazsfmumusiemsnszunnenelunazaeuen desliiluady dvidniun 91y ITNULIIUI

anusasnuaninaaiRnaainilastasiunes UV

77
....... LA ﬁv@”’ B VI .
(nA.Asianass lyednd) (5,59 AU (enAu Shuga)
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voagfinal  AydunsnwIAuUaensdtayadiunans
wiopey  AUENWILAZABLTIMDS

2.8.18. Q’Lauaﬁwmém’aa%ﬁ’ﬂﬁwﬂw%auanﬁgmﬁﬂ&”’amaé@mmina%aawanﬁv’qﬁumqLLazanwN e
wanssazidenlivauiimadeudegaiagidniou
medynudeasuazgunssl Bu q ﬁﬂmﬁﬂwmxLawwmummg'mﬁaﬁ
2.8.2 dwleniadndsviia Single mode 1310/1550 nm. dRansnneuanainis
2821, Iassadavesaedunuu Corrugated Steel Tape Armored AifituiUgenusnyes PE UV-
Resistant black PE with FRLSZH ndeulindesdnuitetaetestuaiiu anunsofenauuies
vie vi3eilaAuld (Ducted , Directed burial underground) iiteAuLSustUaenfusoaedygie
Tunslesuusneinns
2822, fwwleuibidesnin 12 Cores
2823, \Juaeleufniuasdifidnsinisasvmeu (Typical Attenuation) lalifiu 0.36 dB/km. # 1310
nm. kg 0.23 dB/km. #i 1550 nm.
2824.  fif Tensile Load weuefings laisndn 1800N
2825. @ Fiber Optic Miauafowinunasgiusunaonts wen. 2165-2548 viediniy
2.8.3.unawnenelvivaseaniia (Optical Fiber Enclosure) 31w 4 4
283.1.  lu Patch Panel @unsadiafnuu Rack 19” 1nsgu
2832 sedlnimsesiunmsiiuanslniseuieslaeaunsauenainda Patch Panel 161
2.8.3.3. Patch Panel 1 9a SC Connector qathjai"'m'h 36 Fibers uu Patch Panel ¥u1m 1 U
2.834.  Patch Panel uag Adapter Plate awdfasaninsauensenaniuldifieanunsosmuadlunisld
luewralalaglasuiudesdnm Patch Panel Tudl ansnsnsesfuunsiasie Fiber (Adapter
Plate) winneaudsuls (Snap-in) LC Snap-In Adapter Plate §1uau 3 Y9
2.8.4.serdawsie (Optical Fiber patch Cord) $1u2u 6 Y0
28.4.1.  Juaewiia SC-LC Duplex danuemlddeunii 3 wns

2842, Juaedsagunnlssudndauaziiumasyiuinuanulaendesedaangen RoHS

Compliant
;
/s
"/ N
............. et éjﬂw ﬂAu L
(HA.ATLANATS lYeTne) (95.59%8 NAUNTW) (WenAu Shageu)
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dongimuel  AgfausinwienuUaendedeyadaunany
Mgy AUEneuazAeNiInes

2843,  wWasnuaniluluu LSZH

2.8.5%2wed18 (Fiber Optic Pigtail) ¥1u7u 72 9Yn

285.1.  Wuhseas Fiber Optic ¥ SC Tnwiin1siviakuu Splicing

2852, wWasnueniluwuu LSZH

2.8.5.3. “J'aﬂm‘i’fwﬁm Ferules Wuwiln Pre-radiused Ceramics

2.8.6.uinnsUanlniEmIUg Rack 19”7 yurm 12U fiaresiafiuwsziiesh

2.8.6.1. awalw%ﬁ‘l%'wﬁa«ﬁumﬂ@' Load Center Wu3n€fag Rack

2862  aassanglnihazdeniumsifiuassyuuiedn Ineldvie EMT Bafninaunienfosanslni
YuIR BE19TRE 4 sgM.NFBLAWATIIG VUIA 2.5 sgm.

2863.  Wieu Circuit Breaker 819tae 20 ko

2864,  Udndudledwsufsntiauudl 3 vuaziaeiu S 1 90

2.8.7.90 Rack 19” 42U 91171 1 518013 AR

287.1.  lug Rack 19” 42U wu1n 800x1100 uw. dwiugunsalinietiny

i

2872  shgilunuu Modular Nock Down wimnm1aisnmsgiu ANSI/EIA 310D-1992 imsnzdmsueu
\P3evUagAN NI RSIALINSANUIAY YUINLINTEIU 197

2873,  wWannman Electro Galvanized w5a/nan1 aunuliitesnii 1.5 uu.

0874,  duuuduwiuiiuiidesdmiuinssinanszuiseiniruunn 47 Lideanda 1 6

2.8.7.5. stwﬁw—wé’aamwnaé’uﬂ%’uLﬂ?{aums@ﬂmn%ﬁﬂﬂmw vsalaanuniugele wiew

L4

NEYAADA WUU Master Key WUy Cam Lock Haiasievting
2876.  Uszgnindumdninndesilauduy ACYLIC Hymun 5 mm. A1NNT19 38 cm WiBLIaNEg
AivAeu ( Tetragon ) SEUNBBINARILLASEIUTOU Acrylic
2877, Ussgndadulasavdnesnuuufives lasinegsruigeniewuudvaessidou (TERAGON)
50% vesiuil uuiessuisanudeuresgunsainelug

2878,  dighudnanunsanensants menisuandemainnielu

74
X\t — & (1 1..... R 002

(HeL.A5.Lanass lyeTng) (99.59%8 NAUNI) (WenAu Faugam)
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Yoaginal  asduaisnwmnuUasndeteyadiunas

wipey  AUEMWLaTARURIARS

= o a a v o ¢ A 9w
28.79. il Cable management Tudhuiuiiveanauazmvaneauiuinugunsalive i lusadeu

SeuTey avaanlunisguainy

2.8.7.10.  HsalvisnFulnilidesndn 20 Yeadeuniounanina 198 weud wazgunsaldanszualy

\iu(Circuit Breaker) 912U 2 4a
2.8.8.¢) Wall Rack 19” Cabinet 12U dwiugunsaiiasadng 91uau 1 9a wivuhuaedyayiuniode

1 § s I N 1 e 1 s ' é’
AalvaNE ey IMANNIEd Rack Tuil inauauifetsipenssaluil

2.88.1.  ug Rack 19” vun 12 U awalidesnia 600x600 .

2.882.  dgiduuuu Modular Nock Down maamusnmsgu ANSI/EIA 310D-1992 msvdmiuauy

PyaenaNiInesuazINIANUIAL YUIALIRNTFIY 197

2883,  WARINWAN Electro Galvanized %3amn11 anuuunlitiosnd 1.2 u.

2884.  suuuunduiiuidesdmsufesinaussuigeniduuin 4” $1udu 1 4

2885  dwindumdnillassadraudause Wuviu wedediuiussrdsala Snguadenlmiuyis

RIS

2.886. il Cable management luduiuiieswanazmunzauiviugunsalite i dusedeu

SeuseravaInlunsguain
288.7.  seudisalvsihulnilidesndt 6 deaduu A 1 4e

2.8.9 TUINELUATATIVFADUAW Y Y0

1Y) Y A a4 v v o a a a
'\J@E‘WEJLLagmﬁﬁﬂﬁaanﬁJaﬁUwfqumii’]‘mUWL‘UE]&IL‘UWIU@J Rack 191A15RaUNIELNER

2.8.9.1.
Y o a4 0 oA v v { o £
2.8.9.2. ﬁ]ﬂ?ﬂﬂLLagmsqﬁ]ﬂ@anﬁJanyﬁ‘QWMLﬂsam']UWL%@NL‘U'ﬂ,u{ﬂ Rack ﬁa’]ﬂqiﬂiﬂvﬁza?ﬁﬁ

2893,  dnasunzasivaeuaedygaiesevienitemtilug Rack Nenansiaa i

& ¢

3. RaulvuazdafivuanisAansgunsal

1%
v @

IANIGN

he

3.1. fasgunsalmmvuaidunianuUaendiogs 91w 1 ya dndunisin

(WA.95.1anass lvedns) (n5.59%y ndunIv) (WenAu Fndgas)
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Yoaginel  Asiueishwianulasaiuveyadiuna
Wdopey  AUENWUAZRRLTIMES

3.1.1.e?wmiﬁawiamaﬁzyzymﬁq UTP diavianun wdagunsadlug

3.1.2./M38neAN configuration Yesgunsalmvuaduniuiy indigunsalimuadunisnnuUaendeg
Twilildaulsioeraunf

3.1.3.ynsileusie Routing wuu BGP Whiiulasagie UniNet

3.1 4. Dansmemmsigaisauvesuasyuu Wannsdldvyifeguugunsaifmumdundls

3.1.5.0nMsRern configuration Wiannsaiifsszeslnaldlneldremsiifiauasnivgs (SSH v2) wieu
warvualefiveaniasftazidldnu

3.1.6.Unn1smarWanansaldiatainald (NTP)

3.1.7.UaU3A"5 SNMP w%’auﬁv'qﬁ'mumLﬂ%’laaﬁ%ﬁwmﬁﬁay)a Welvanusouefimessruuannteuenls
ag19UannnNe

3.1.8.4n15UAUIN5PUY ﬁiﬁlé‘lﬁawuuuqﬂmzﬁﬁwumLﬁumqmmﬂaamﬁaqa (Hardening)

3.1.9. negeunIsiY

3.1.10. 4aviLona1sNIsAIAITessEUURIeY s TuisuunTInEe Network Diagram

v
v @

3.2. amﬁ”'aqﬂnizﬁﬂixmaﬁ’mfymwﬁﬂmmL%’;quwuiuﬂm $1uau 1 ¢h Tdeuladervunfinseal

3.2.1.E'J'wn'm%awiaawé'ﬁgfymﬁ”’a UTP wag Fiber Optic Paiavae wdagunsadlul

3.2.2.9n1381een configuration Ye4gUNIaINT¥ A IMNENIAY 19U IP Address, VLAN, unélagunsallvi
Tulgaulaeeauni

323 0anssammsiigaimauvesgguaszuu Wanunsaldtiyiuu Windows Active Directory fifioefls

3.2.4.0ansaen configuration IﬁmmmLSZ'J"]5@5::&131%193‘1@Ui%’ﬂiaamqﬁﬁmmﬂaamﬁaga (SSH v2)

3.2.5. 3amsmeianusaldaanald (NTP)

32,633 SNMP wieuiaimusiaiasiiazidunisdoya felianunsonefimesszuumnaneuenls
ae9Uanne

3.2.7.,UnU3mInnnmuesn1sTiu3nTg (Qos) tiesesiunsvhamumes Voice uay Video lusuimn

3.2.8.a5195vuuteeiunisiia Loop lussuuiasetns (Storm-Control Protection)

(WA.A5.LaNass lyednd) (n9.5998 NAUNT) (enfu Snuga)
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Yoaginel  AgdweishwanuUaensdeyadiunans
wigey  AUENWILAzARNRIADS

3.2.9.a5unmstestunmsihaunsalednddunidenselnglullduaygauuaindudn

3.2.10. afwnnstestunisgnlasfiaingunsalvandneleflaslallssuaugin (DHCP Protection)

3.2.11. @§19n1stlasiunisifin Uni-Directional Link uuanedyeisd Fiber ietlosiunsiin Loop lussuu
\A30UNY

3.2.12. NA@OUNISITIU

3.2.13. Yavinenansmsseressyuuiaietslniaunsinie Network Diagram

3.3, améiu’qqﬂﬂsgﬁnizmaé’mzywmﬂmww (Distributed Switch) $1uau 2 ¢ fideuladermundil

3.3.1.L6?1'awiamaﬁ’zyapmﬁu’a Fiber Optic vl uazdeuluss Switch Wwiningagunsninszaedyeimlalens
Tnad

3.3.2.91m58eA1 configuration vesgunsalainduanifu undegunsalnsyaedygrnatemalmililda
Iaag1aunf

3334 PamsmsAnnisigaismumesiguasyuy Traunsaldva@uu Windows Active Directory fistoglel

3.3.4.\Unn156aA" configuration IﬁmmsnLﬁwﬁaswﬂﬂalé‘[mal%’*daawﬁﬁmmﬂaamﬁaqq (SSH v2)

3.3.5. Unnsen laansoldnanannald (NTP)

3.3.6.1UAUSN1T SNMP Wi"auﬁu’qﬁmumm%aﬁ%vﬁﬂmﬁﬁa;&a Welvaninsauefweiszuuanmevenld
ataUaanse

3.3.7. UnuSnsAmnnuaInsiuinng (QoS) Lieseasumsviaiuses Voice uag Video luauian

3.3.8.a5195zuullasiunisiiin Loop Tussuuip3edie (Storm-Control Protection)

3.3.9 a5 unstestumnigunsaiaintdundenselaslalsiusygnauunszaedygndaevng

3.3.10. asnnsdesiunisgnlasdanngunssiwandrelelaelilasuaygin (DHCP Protection)

3.3.11. a¥an1stleariunsifin Uni-Directional Link uuanedyayias Fiber iiedaafunisiiin Loop luseuu
LASOUNY

3.3.12. YRd0UNITITU

k4
(g

3.3.13. 49VLONATNITRIAUBITE UL IMININLATILGS Network Diagram

y
............ Wt S/ . DR Aenecas
(HA.ATLANATS Ly dns) (5590 nAumsw) (WenAu Shagas)
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doagfoet  mgtausishwiarudaendedeyadiunans
wipe  AuENYLAzReNRImeS

3.4. fasgunsnisnwimniasnfouszdenseinieraiailouszerinawiln SSL VPN $1uau 1 éh
3.4.1./MuuAAY configuration 984 Interface, VLAN, IP Address Iﬁﬁuqﬂmzﬁ Core Switch ag Router
3.4.2 \Uamsaen configuration Taunsadndssvezlnaldlaelddemniisinnaasnsiegs (SSH v2 uaz
HTTPS)

3.4.3.\Unnnswaen confieuration ‘LﬁmmmL‘ihﬁaswsinaio’ﬂﬂa’l%’%immqﬁﬁﬂ’a’mﬂaaﬂﬁugd (SSH v2)

3.4.4. Wamsmenivanansaldiaatanals (NTP)

3.4.5.1UnU3N15 SNMP w%’auﬁ%ﬁmumLﬂéaaﬁ%ﬁﬂmﬁa%;&a elianansanefiwesszuuannieuents
pgUanasiY

3.4.6 £y configure internet waz NAT angunsalidusnga gunsallval

3.4.7 ¥nnsAasa Centralize management iflafuuaasrslunsldiudunesids uavanuisag log nsld
s dumesidald

3.4.8. a$upTednedudniaiiou (Virtual Private Network — VPN) dwsuyaainsnieluanidu Tagldsyuy
ﬁq'«aﬂﬁ’;muwu 2 a3y (2-Factor Authentication) kuu One-Time Password (OTP)

3.4.9 MAEOUNIS T

3.4.10. Savinenansmsnsanvessruuaietievilsiuds Network Diagram

3.5. acﬂé\”’qqﬂﬂini%’mmmmﬂaaﬂﬁuﬁulsaﬁ (Web Application Firewall) 14w 1 6 fideuladerinmunsid
3.5.1.7muAAN configuration 484 Interface, VLAN, IP Address Wifiugunsad Web Application Firewall
3.5.2.fvuee Virtual Server Toifuliulee
3.5.3./f19uAAN user fiu password tieviing login Wlufsgunsal
3.5.4. Wamsaerrivananseldiaaanals (NTP)
3.5.5.f1vunen log vusgunsal ileaninsamsisaeunsldanle
3.5.6 NAEBUNIS 1T
3.5 7 SavienansnsmeAuessvuulasetnelvisinds Network Diagram

3.6. Ansegunsaldrsesln S1uau 3 f fiteulaterimuadsil

(HPLAT.LaNATT lyeTne) (n9.5998 NAuUNTY) (unAY Snugaw)
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vomyfial  AsdussnwANuUaendetayadiunans
wipay  AUINWILAzRRURIWES

3.6.1 fassgunsniidng Rack
3.6.2.fuunA1 SNMP Lileansnsansiadeunsidauls
3.6.3.fAuuae Alert tianszuulwidtemluds Email
3.6.4.99@UNT MU

Farviuadue

4.1. favenadosdgunsaliiiausliinuznssunsnaiunnaaeunmauth nousidunisings

4.2. Q“Lauai’lméfaqﬁ%auaLqumun'ﬁaw%’?q, Shop drawing LLamamuﬁamﬁ'ﬂqUnmﬁ NSLAU @ udyI way
Fupdetreamn (Network diagram) Tulasansifuenansiuguiuu Digital File fianunse wilausuusale
iy .doc, xls, .vsd LBusiu denmznssunsasasuRIIsanfeunisaudunsing

4.3, fiauenadesdarhianarsnmaniruatgunsaliedetelmifinauesiufle Network Diagram Trfurivmna
anuu

4.4. gauesideidamguniniCable  Management)  dwsudnangliiouseensouviy  Label  dwsy
aedyaaasleuiatues (Fiber Optic) finsalulasenisi

4.5. fauasaseanaaeuaedyyinaislowiauinas (Fiber Optic) finndslulasensi ne3d Optical Timd
Domain Reflector Meter (OTDR) w3aus1eaunan1snagdauiuienans

v
. 3 2/ a 0 t 9

¥ ¥ o a 1 1 ¥ L S { 74 v v 3
4.6. E:IJLﬂu@iﬁﬁ’]G]ENWlLUUﬂWiﬂGN@Uﬂ?ﬂﬁJ%Wﬁ@MG\@WQLLa’JLﬁiﬁﬂMﬂUﬁﬂ’]‘U‘umﬂIUIaEJU‘V]lI'Ju Tuanasanielu

90 U vaInan1tu anasvideygdeuns
a o @ & a ¢ o v 9] ¢
4.7. finsilneusudwivyarainsvesguintveiarasuiuse sivelvianunsoauldnuiazauagunsalszuy
wintenReRely nieunwigiieniseusy
e‘d 5 ¥ =1 1 1 £ 1 -1 1 -3 Il a
4.8. gunssiauelulassmsviavuedesduveddu ldingldnuuineu ldiduveunniv wazegluensnisndalu

9

Junuenasuszningim  Wilugunsalmhunviuuganiwlmivsenusanin  (RECONDITIONED 38

a

REFURBISHED) Tngiinifsdetiuduanuivnidivewindusviieuiengnanifiaveglusanelng

(WA.ATLEANATT Lyedng) (n5.599 NAUNI) (WenAY $ndgms)
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