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1. @519 Token kuU One-Time Password
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1.1 Wa Web Browser(Chrome) i : https://202.29.68.245:8443 udndnidend “dugs”
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https://202.29.68.245:8443%20แล้ว

1.3 as¥anlgau

1.3.1 username @W3UYAINT : sekxxx (username WeniuiU PIT Account)
username #USUNNANE : 6301XXXXXX (username ABSHAUTEING
UNFAN®WN)
1.3.2 Password : sWiaH1ufigniufiu PIT Account iansendayaiseusogudingn
(43 I_Og in”

@ rrivacylDEA Authentication Syste X 4

< C A livsoadn | 202.29.68.245:8443

Enter your username and password and click Log In to authenticate

Please sign in

Username
Password
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1.4 AanlUf Enroll Token (1ayiN1sISuAUN15a519 Token)

@ privacylDEA Authentication Syste X 4 -
& C A iinonsy | 202.29.68.245:8443/#!/token/list * 26O
e OTokens  Ruser  QAudi LTl pakin r @pit-ldap (user)

£ Al tokens total tokens: 4
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1 1 serale typee \ actives descriptions v failcounters
% Enroll Toke
LOT Ty
OATH0003123C hotp [ active | pakin.r
% Token enrollment wizard
OATHO004EFA1 hotp [ active | pakin.r
+ Assign Token
OATHO0055E61 hotp [ active | pakinr
OATHO006DE1E hotp [ active | pakinr (0]



1.5 %99 Enroll a new token Tdanidu “TOTP : Time based One Time Passwords.”

= All tokens

1
Enroll a new token

1
I 1
G Enroll Token S
‘ HOTP: Event based Cne Time Passwords.

Certificate: Enroll an x509 Certificate Token.

EMail: Send a One Time Password to the users email address.
HOTP: Event based One Time Passwords.

=+ Assign Token IndexedSecret Request certain positions of a shared secret from the user
mOTP: Classical mobile One Time Passwords

PPR: One Time Passwords printed on a sheet of paper.

PUSH: Send a push notification to a smartphone

Questionnaire: Enroll Questions for the user.

RADIUS: Forward authentication request to a RADIUS server
SMS: Send a One Time Password to the users maobile phone
SPass: Simple Pass token. Static passwords

SSH Public Key: The public SSH key

TAN: TANs printed on a sheet of paper.

TIQR: Enroll a TIAR token.

U2F: Enroll a U2F token

WebAuthn: Enroll a Web Authentication token

Yubikey Cloud mode: Forward authentication request to YubiCloud
Yubikey AES mode: One Time Passwords with Yubikey.

% Token enrollment wizard

1.6 iU Description @ wsu  uAaInslingen username @ sekxxx

o

NANWANTONSIAUNANWY 1 630 TXXXXXX

1.7 ¥de PIN finnidaas 4 wdn (Muuasienues fegiadu 1234) lures Type a

password Way NUWAIaY 4 nan (8nAs9) Tugas Repeat password

1.8 Adn# Enroll Token

C A 'bivnonsdy | 202.29.68.245:8443/#!/token/enroll/f w =

e D okens R user  QAudit

= All tok !
o 1 Enroll a new token [—
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TOTP: Time based One Time Passwords.

% Token enrollment wizard .
The TOTP token is a time based foken. You can paste a secret key or have the server generate the secret and scan the QR code with a smartphone app like the Google Authenticator or FreeOTP turning your

+ Assign Tok smartphone into an authentication device.
sign Token

Token data

The server will create the OTP key and a QR Code will be displayed to you to be scanned

Enroll Token

1.9 flFamuaglésu QR Code 9nszULLiody one-time password (OTP)

C A livsoads | 202.29.682458443/% | token/enroll, B

. D7okens | Ruser  Qaun O Retresr m

i Al tokens

Enroll a new token

Jc Token envolment wizard Chck here OF Scan the QR Code, If you want 1o add the Token 1o your Goagle Authenticator

The QR Code contains the secret key of your loken. You need 1o protect it If you are in doubt,
+ Assign Toker that someona eise saw it, plaase regenarate the GR Code, when no one sise is watching.




2. M3AARY Google Authenticator
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2.1 Wigldauniilnan Google Authenticator 910 Play Store dwsuilefieszuy

Android %38 App Store @usuilanaseuy i0S

2.1.1 v@onluf Sunsinng

Q. google authenticator

Google Authenticator

wisan ldnmsEuduuuy 2 2unau Anvzabail

At Akttt (bl p
svsruuarianualiivzasedu wis lafiaw
finuasziawin leind Google

= a &
LTHNTAAAY

%190 App Store %1190 Play Store
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2.1.3 flduauwny QR code Mlasuain Token Tuten 1.9 ieazlasu

ULV PrivacyIDEA

Enroll a new token

Envoll 2 new token

2.1.4 fldauagldsununean PrivacylDEA Wudiay 6 wan el

OTP Password tun13 Log on n13Ansia Cisco AnyConnect Secure (¥Afatat 6 nanaziuagunn 1

=  Authenticator + 7
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3.msfannsuazldeulusunsy VPN Cisco AnyConnect Secure a1%5U Windows 10
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3.1 1A Web Browser i : https://202.29.68.250:10443  udapdnidenil “duge”

@ dofevmmfndurnbuih: X | 4

< C A kivaosds | 202.29.68.250:10443

A

msidausanasaalaifludiuds

rlandaranemounluotanaain 202.29.68.250 (adwiu siaru daanuy wialias

1Asine) prByavILLEY
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3.3 A9RLUN b9

3.3.1 username @MFUYARTINT : sekxxx

username @NUSULNAN®E : 6301 XXXXXX
3.3.2 Password : PIN (4 %an) + OTP (6 %an)

1Law PIN 4 wén fnvualuiide 1.7 wazlav 6 wan 910 privacylDEA 970

Wte 2.1.4 Wisnsendeyaiseuiogudinan “Log on”


https://202.29.68.250:10443/
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Logon

Group PIT-SSLVPN
Username | Sekxxx |7_
Password | fhaghatu 1234 672792 |7_
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3.4 paniden Download for Windows tiievinn1s@nsis : AnyConnext SSLVPN Client

@ AnyConnect Installatio x 4+

€ C A liumoady | 202.29.68.250:10443/CACHE/stc/2/indexhtml

il AnyConnect Secure Mobility Client

Download & Install

Downioad Cisco AnyConnect Secure Mability Client and install it on your computer.

[ m = = -
| 1
| Download for Windows 1

1
Lecooomooooos -

© Instructions



3.5 AnAslUsunsu AnyConnext SSLVPN Client

0

INnect:s.

3.6 AANLEBN “Next”

ﬁ Cisco AnyConnect Secure Mobility Client Setup

Welcome to Cisco
AnyConnect Secure Mobility
Client Setup Wizard

The Setup Wizard will install Cisco AnyConnect Secure
Mobility Client on your computer, Click Next to continue ar
Cancel to exit the Setup Wizard.

3.7 AanLaBN “I accept the terms in the License Agreement”

3.8 Aan Next

ﬂ Cisco AnyConnect Secure Mobility Client Setup

[
v, QE

Supplemental End User License Agreement for "
AnyConnect® Secure Mobility Client v4.x and
other VPN-related Software

IMPORTANT: READ CAREFULLY

This Supplemental End User License Agreement ("SEULA") contains additional
terms and conditions for the Software Product licensed under the End User
License Agreement ("EULA") between You ("You” as used herein means You and »
__________________ 1

1
| (@)1 accept the terms in the License Agreement |
|

(01 do not accept the terms in the License Agreement

Advanced Installer
------ 1

< Back " Mext = ||| Cancel
1




3.9 panite Install

]ﬂ Cisco AnyConnect Secure Mobility Client Setup

Ready to Install

Advanced Installer

Click "Install” to begin the installation. If you want to review or change any of your
installation settings, dick "Back”. Click "Cancel” to exit the wizard.

3.10 AanL@aN Finish

ﬁ Cisco AnyConnect Secure Mobility Client Setup

a.nmsiulusinsu Cisco AnyConnect Secure

4.1 adniaen Icon TUswasu Cisco AnyConnect Secure

4.2 pAnlUR &




@ Cisco AnyConnect Secure Mobility Client - X

Ready to connect.

202, 29,68, 250: 10443 Connect

&0 g
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4.3 lindiniden Preferences fmuasaldenmuguaiuans
4.4.A3NTLATBINUNEUANLNDD

= ==
@ Cisco AnyConnect Secure Moebility Client - (-4 :
L——J

SR
CISCO

AnyConnect Secure Mobility Client

Virtual Private Network (VPN)

Start VPM when AnyConnect is started

Minimize AnyConnect on VPN connect
Allow local (LAN) access when using VPN (if configured)
[ bisable Captive Portal Detection

[ 1Block connections to untrusted servers

4.5 N5BNLAY “202.29.68.250:10443” Tutai31g

4.6 AanL@an Connect

{ﬁ' Cisco AnyConnect Secure Mobility Client — .

202, 29.68.250: 104943

ﬂ (D 1|Il|ll|r
CISCO



4.7 adntaan Connect Anyway

{ﬁl Cisco AnyConnect Secure Mobility Client i

A Security Warning: Untrusted Server
Certificate!

AnyConnect cannot verify server; 202,29.68,250

Certificate does not match the server name,
Certificate is from an untrusted source.

Connecting to this server may result in a severe security compromise!
Security Risks Explained

Most users do not connect to untrusted servers unless the reason for
the error condition is known,

1
: Connect Anyway : Cancel Connection

4.8 a9Y0LU b9

4.8.1 username @UFUYAAINT : sekxxx

username a@NMsuLnNAn® : 6301 XXXXXX

4.8.2 Password : PIN (4 %18n) + OTP (6 #%&an)

WLav PIN 4 %dn Anmualusiate 1.7 wazlay 6 ¥én 970 privacylDEA

NTve 2.1.4 Wansendeyaiseuiasuaain “Log on”

@ Cisco AnyConnect | 202.29.68.250:10443 x

=

Group: PIT-55LVPM e

Username:  seloox |
________________ .
Password: | 1234 576324 ! |

] I =  Authenticator Y

: wene| : w privacylDEA
"""" 672 782

TOTP0007C545 ("]
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4.9 53Uy VPN nouldau Iconagfiyaumuuin E VBN

¥ : ¥
5.27NUU Fuuimsazanunsaidifeuinisnieludng 9 vesaartuld laedlafuganisldeu ivinnasagn

lapau “Disconnect” LNaRUAANTT LWBNABTZUY

5.1 Adnlenau agyuAIULYINVOMTINE E
5.2 Adnlomou WeonganIshdanu

’@ Cisco AnyConnect Secure Mobility Client — >

L o VPN:
g Connected to 202,29.63,250: 10443,

202.29.68. 250: 10443

00:00:15
& 0
CISCO

6. gwmsunmsidauaseanld TMdalusunsu Cisco AnyConnect Secure

6.1 Waflefiovldaumen Google Authentication siewmuneiay PrivacylDEA Wusiau
6 nanultlunis Wt TWWsunsu Cisco AnyConnect Secure Mobolity client

6.2 AN Start wag @enlusunsu Cisco AnyConnect Secure Mobolity client

Recently added
o
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6.3 Aan Connect

’ﬁf Cisco AnyConnect Secure Mobility Client — >

VPN:
Ready to connect.

| 202.29,68.250:10443

o 0 e

6.4 Aan Connect Anyway

) Cisco AnyConnect Secure Mobility Client

ﬂ Security Warning: Untrusted Server
Certificate!
AnyConnect cannot verify server: 202,29,68.250

Certificate does not match the server name.
Certificate is from an untrusted source.

Connecting to this server may result in & severe security compromise!

Security Risks Explained

Most users do not connect to untrusted servers unless the reason for
the error condition is known.

6.5 astoid gy
6.5.1 username FMFUYARINT : sekxxx
username @USULNANET 1 6301 XXXXXX
6.5.2 Password : 1av PIN 4 wan fitvualuinde 1.7 wazaw 6 wan 210
One Time Password 91n%98 2.1.4 Lﬁamaﬂsﬁagaﬁw%’aaLLé’aﬂﬁﬂ “OK”

&

fal

Group: PIT-SSLWPM e

Username: | sekox
Password: 1234 576324



